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WELCOME
We will start at 9.00am



Disclaimer:

This presentation and its contents have been developed, and are intended, for the use of those attending  a workshop presentation by Stephen Foster in AI for IA as part 
of Slovenia IIA Training programme for IIA Slovenia 4th March 2026

This presentation has been prepared solely for educational and illustrative purposes. Whilst every eFort has been made to ensure the factual accuracy of the content 
herein, no representation or warranty is given as to its accuracy. The material is not intended to give definitive answers to specific circumstances and as such is only 
intended to be used as a guide. It is recommended to seek independent expert advice relating to any specific situation. Stephen Foster and Generative Audit  disclaims 
all warranties, expressed or implied, with respect to the contents of this material, including any warranties of accuracy, merchantability or fitness for a particular 
purpose. Nothing herein should be construed as legal advice.

This presentation should not be relied upon as the basis for making any investment or other decision and it is not claimed that any of the content or views contained 
herein, whether expressly made or implied, represents the views of management.

Use cases and prompt examples presented in the training are for illustrative purposes only, created in test environments with simplified fictitious data. They should not 
be relied upon for use in execution or tasks and other work, private or business related .  Prompting techniques are not a guarantee of accuracy or veracity of output. 
You should all ways seek expert technical and legal advice before processing data in any tools or environments, if available you must always follow your organisations 
use policies. Use cases and example prompts will generate diFerent results each time they are used in diFerent models and environments, LLM models make 
mistakes, you must check the results and follow the advice of the model provider. The HITL is essential. Whilst care is taken to protect systems from electronic 
virus attack or other harmful event, no warranty is given that text or files shared during this training is free of any virus or other harmful matter and accepts 
no responsibility for any loss or damage resulting from the recipient receiving, opening or using it. Tools and features, connections, skills, coding, agents etc can 
introduce security risks, you should  seek technical expert advice and understand such threats before use.

No liability is assumed for errors or omissions in the presentation.  Links to other websites are used at the users own risk. The speed of technological change is this field 
is such that content may be come out of date in relatively short time periods.

This presentation and its contents are wholly confidential and may not be further distributed or passed on to any other person or published, circulated or reproduced, 
uploaded, in whole or in part, by any medium or in any form for any purpose including as use of knowledge or training in LLM models and Generative AI technology 
without the written permission of  Stephen Foster.

© 2024, 2025 Stephen Foster. All rights reserved. Unless otherwise stated. Some graphics and images are produced based on ideas of Stephen Foster and the generative capabilities 
on LLM Models.  The Generative Audit brand name and the Generative Audit  logo are the property of Stephen Foster and subject to copyright protection.
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House Rules

• Please keep your cameras on. Place microphones on mute when not 
speaking.
• Recording of session is not permitted.

• We will pause for questions and exchange, but if you want to ask as we 
go along you are encouraged to do so.
• The course can finish early,  or we run out of time depending on 

interaction. We may have to be ‘agile” with some content.
• This is a new and emerging topic, we have people with varying 

experience and knowledge, for some it will be at at good level, for some 
too high and for some too low!
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AI Hygiene for the Course

• My basic hygiene rules :
•  Do not include in your prompt's information; or uploaded files any:

o Personal Identifiable Information, 
o Confidential, Private or commercially sensitive information relating to any individual or 

business.
o Anything you do not want others to see or know about you.

• I always de-activate allowing training for others.
• Information and prompts we provide and use contain fictitious 

companies, individuals and context.
• Examples and exercises are for training purposes only they are not to be 

treated as working templates and tools for operational use.
• Tools, models, features, links, files, prompts etc are used at your own 

risk.
• Any Questions?
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Agenda

1. (Current) Limitations of Generative AI
2. Role of IA regarding AI
3. The internal auditors AI readiness checklist
4. Prompt Engineering Concepts & Strategies (Brief form)
5. A few Use Cases (if time permits)



Setting Expectations

• This is a course attempts to balance the strengths and weaknesses of 
the topic. It is an abridged version of a much longer course.
• The need for engagement and the need for scepticism and control.

• It is a very high-level introduction to some aspects of technology - each 
topic can be explored in much greater depth (we run 3 and 4 day 
classes), and many more topics could be covered.
• You will not be a Generative AI expert after this , that takes time, and 

engagement, and much deeper learning.

• We are only scratching the surface! We are not covering governance, 
legislation, required security etc.
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SESSION 1
Current Limitations of Generative AI



What is Generative AI?
…. Any volunteers?
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Generative Artificial Intelligence

• Di#erent from what we have been largely used to – does not 
follow predetermined rules for its output. It’s not a calulator!

• Generates ”new”* content in the form of text, audio, video, code, 
images.

• Still a narrow or weak form of AI.
• To get the best out it, you should understand it’s strengths & 

weaknesses!

* The “new” content resembles what it was trained on!

“It comes in a lot of  di0erent flavours ……”



Critical Thinking* is essential when engaging with AI

The use of natural language as the interface tricks your brain! 
Anthropomorphism! ….. But it has no intent or conscience. 

Always remember it’s a prediction engine based on code and statistics!
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*Professional skep.cism (GIAS 4.3) – Inquisi*veness, cri*cally assessing the reliability of informa*on.

    Seek addi*onal evidence to make a judgement.

It’s Flattering!

Will tell you it’s a great 
point, agree with, won’t say 

no. Eager to please!

It’s Convincing!

It can write with such 
authority and seeming 

reference to fact!

It’s over-confident!

It doesn’t know what it 
doesn’t know unless you 

push it to admit it.

It can “Hallucinate”

It can make mistakes and 
”create” answers …. Just 

like a human!



It Can Amaze You!

… it may and possibly will do more! ……. Amara’s Law.

Creativity!

Multi media capabilities – 
text, images, code, audio: 
Unleash your imagination!

Insights & Ideas!

It can see things you may 
not, and clear  mental 

road blocks! 

Productivity!

It does the things you 
don’t like doing and that  

take a lot of time!

Makes Curiosity  Easier!

The deep research and 
advanced reasoning 

capabilities are surprising!



Knowing when to reach for it …..

• The dilemma: You need to use it to learn when not to use it, and 
that requires some upfront investment and planning.

Examples of when it is not the right choice or people choose to abstain.
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Learning point: Just giving access to tools and thinking everyone will get on with it is not adopting AI
We need a vision, a strategy and a plan.

You simply don’t have the 
time  for the mistakes it may 

make. 
(that’s why we need tested, 

repeatable workflows and tools)

It’s probabilistic nature is 
not suited to the task eg. Large 

Data Set analytics are better suited to 
analytic tools with diFerent AI capabilities

Policy prohibits use, or the 
lack of policy creates 

confusion.



Two Types of System

• Same input = same output
• Guaranteed, reproducible results

• Examples:
• Spreadsheet formula
• Database query
• Traditional software

• Same input = variable output
• System calculates probability 

distributions
• Each run draws di?erently from that 

distribution

• Run it multiple times:
• Get variations

Deterministic Probabilistic

Where does AI sit , and specifically Generative AI?



Limitations: Forewarned is forearmed!

PREDICTION based on training  not a “library” knowledge.

Limited CONTEXTUAL awareness.

Correlation is not CAUSATION. Probability is not fact.

They think “INSIDE the box”

Cannot make JUDGEMENTS 

The sins of the father … inherited BIASES

Only as good as the DATA they are trained with.



Always remember

• Generative AI models do not have any verification check, they 
do not understand if it is true or false.
• Responses to prompts are NOT pre-planned or structured – they 

are built token (word) by token, one new prediction after another.
• There is no “library of knowledge” they call on.
• They make predictions based on learned patterns and 

relationships and apply probabilities.
• ”Hallucinations” are not a bug as such, they are a feature of 

probabilistic nature of the model.



So where does this leave us?

Are we lovers or haters?

• It’s certainly capable, but we must remain cautious and risk aware.

• Yes - there are real limitations, but also real value!

• Having a critical mind means we should be able to hold uncertainty with intellectual 
honesty, rather than a false confidence in either direction.

ØThe conclusion: We Cannot Ignore It! We need to bring balance to the discussion!
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Will it bring a new Utopia for mankind? Is this the beginning of the Matrix?

We don’t know yet! Is it something in the middle?



Is it OK to love and hate AI at 
the same time?

……. Absolutely, it may be critical!



A Critical Mind is fundamental to AI Use

• Our natural, objective, critical mind is 
our professions greatest asset!
• The Auditor In The Loop 

• Professional scep.cism (GIAS 4.3) – 
Inquisi1veness, cri1cally assessing the 
reliability of informa1on.

• Seek addi1onal evidence to make a 
judgement.

• Important in every “chat” but also, a 
required control in all legislation and 
frameworks**.

• Fundamental principle of Responsible AI
• Regulatory & Legislative Requirements: EU AI Act, GDPR art 22, US State Laws, US Exec Order etc
• Standards and Frameworks: ISO/IEC, NIST AI RMF, IEEE

**

“ H I T L ”



Learning Cycle for Internal Auditors
• Ignoring AI is a higher risk than engaging!

• AI Literacy = core education, but always 
evolving

• Fundamental professional skill set for all.

• EU AI Act requirement.

• Early , Safe use. Understand risks and 
needed controls.

• Use to build AI Fluency: Experiment, 
build, learn.

• Evolve and grow in sophistication of use.

• Ability to creatively apply AI to solve problems, 
innovate, and create new value.

• AI will never be “done” – evolving too rapidly, a 
continuous learning and development journey.

Building AI Fluency

Continuous Learning Loop



SESSION 2
The Role of Internal Audit



Internal Audits relationship 
with Generative AI
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INTERNAL AUDIT & ARTIFICAL INTELLIGENCE

CHAMPION
Engaging Organisation

Balance
Leading by Example

USER
E7iciency & Quality

Impact & Insights

AUDITOR
Audit, Compliance, Risk Management
Ethical and Responsible use, doing what 
it should, safely! 



Standards and Code of Practice: The User
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• Chartered IIA Code of Practice (2024):
• Resources , Principle 28

o The chief audit executive should ensure that internal audit has the appropriate tools and technology to support the function’s impact and eFectiveness e.g. 
use of data analytics and artificial intelligence. Tools and technology should be used in internal audit activities, including to help auditors, analyse the risk 
profile to support scoping decisions, test controls and enhance internal audit coverage and quality. The function should regularly evaluate how tools and 
technology can be used to improve its eFectiveness  and eFiciency. 

• IIA GIAS 
• S 4.2 Due Professional Care:

IAs must exercise due professional care by assessing the nature, circumstances, and requirements of the services to be provided, including:

o [Removed ….]
o Use of appropriate techniques, tools and technology

• S 10.3 Technological Resources -The CAE Must:
o Strive to ensure that the internal audit function has technology to support the internal audit process. 
o Regularly evaluate the technology used by the internal audit function and pursue opportunities to improve eKectiveness and eKiciency.

When implementing new technology, the CAE must implement appropriate training for internal auditors in the eFective use of technological resources.  The CAE 
must collaborate with the organization’s information technology and information security functions to implement technological resources promptly.

o Communicate the impact of technology limitations on the eKectiveness or eKiciency of the internal audit function to the board and SM.



GIAS: The Auditor

24

9.4 Internal Audit Plan
The CAE must:
a)  Create an internal plan that support the achievement of the organizations objectives;
b)  Base the internal audit plan on a documented assessment of the organization’s strategies, objectives, and risks.  This assessment must be informed by input from the board and SM as well as the CAEs 
understanding of the organisation’s governance, risk management, and control processes.  The assessment must be performed at least annually.
The internal audit plan must:
• Consider the internal audit mandate and the full range of agreed-to internal services.
• Specify internal audit services that support the evaluation and improvement of the organization’s governance, risk management, and control processes.
• Consider coverage of information technology governance, fraud risk, the effectiveness of the organization’s compliance and ethics programs, and other high-risk areas.
• Identify the necessary human, financial, and technological resources necessary to complete the plan.
• Be dynamic and updated timely in response to changes in the organization’s business, risks operations, programs, systems, controls, and organizational culture.
c)  Review and revise the internal audit plan as necessary and communicate timely to the board and SM:
• The impact of any resource limitations on internal audit coverage.
• The rationale for not including an assurance engagement in a high-risk area or activity in the plan.
• Conflicting demands for services between major stakeholders, such as high-priority requests based on emerging risks and requests to replace planned assurance engagements with advisory 

engagements.
• Limitations on scope or restrictions on access to information.
d) Discuss the internal audit plan, including significant interim changes, with the board and SM.  The plan and significant changes to the plan must be approved by the board.



IIA’s: Artificial 
Intelligence Auditing 
Framework 2024

Guidance

Getting Started
Research & Info Gathering

Conversations and 
Engagement
Focus on Fundamentals

AI Auditing 
Framework

3 Domains
• Governance
• Management
• Internal Audits Role

Practitioner’s Guide & Glossary

A guide to the first steps and approach to 
auditing an organisations approach and 
use of AI (ie. not auditing the models)

https://www.theiia.org/en/content/t
ools/professional/2023/the-iias-
updated-ai-auditing-framework/

https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework/


SESSION 3
Internal Auditors Readiness Check List for AI Use



Generative Audits Risk Taxonomy: Overview
①  Data Risks
Bias, quality, poisoning, leakage, privacy, sovereignty, 
surveillance. Data risks are foundational — flawed inputs 
produce flawed models.

②  Model Risks
Hallucination, drift, explainability, algorithmic bias, 
robustness. Models can be confidently wrong, opaque and 
unstable over time.

③  Operational Risks
Shadow AI, automation bias, vendor and supply chain risk, 
skills gaps, prompt injection, cyber vulnerabilities, 
systemic failure.

④  Ethical Risks
Discrimination, accountability gaps, autonomous 
decision-making, disintermediation, AI-enabled fraud and 
manipulation.

⑤  Strategic, Governance & Regulatory Risks
Regulatory non-compliance, regulatory lag, reputational 
risk, intellectual property uncertainty, governance failure.

⑥  Societal & Environmental Risks
Environmental impact, job displacement, cognitive 
enfeeblement, inequality in technology distribution, 
erosion of trust, large-scale AI harm.

Risks propagate through the life cycle:
Some risks originate in early stages of the life-cycle 
and cascade outward. Data and model risks 
propagate through operations, ethics, governance 
and beyond the organisation’s boundaries. How the 
models are used in operations reverberates through 
the outer layers.

There is not yet a single  common risk topology or 
taxonomy, however there is very much a commonality of 
themes. (See COSO, MIT and NIST risk repositories in 
various links in the deck)



Safety Considerations include …..

* It is a complex and technical topic and this slide cannot contain everything  - The topic requires the involvement and leadership of IT and Data Security experts in the organisation. 

• Essential -Can & Can’t Do!
• AI Policy
• AI Literacy and Fluency Development
• Principles – Ethical , responsible transparent

• Follow Organisation Policy and technical solution. Follow 
laws such as GDPR, EU AI Acts, sector regs & playbooks.

• Avoid/ Mitigate with Hygienic Prompts – structure inputs to 
avoid data disclosure

• Free models oFer lowest levels of control over processing 
of data.

• Commercial Subscription  may oFer more control, but still 
a no to PII and Confidential info. etc

• Enterprise Models oFer better options in configurations, 
infrastructure and SLA – BUT always an Organisation /IT 

• decision and solution, don’t assume.
• Data Sovereignty is amongst many data considerations 

needed.
• Air-gapped technologies, smaller scale models running on 

isolated computers are options to also consider.

Multi- player mitigation & 
management. Understand in 
context of your organisations AI 
Use.

• Errors & Mistakes, Hallucination — AI can be confidently wrong. HITL
• Model “Behaviour Alignment ” & developers’ values/ interests.
• Automation & ”finished article” bias — don't trust AI over your own 

judgment
• Data leakage — sensitive data shared with AI tools, often undetected
• Shadow AI — unapproved tools are a leading breach cause. Not 

approved? Don't use it. 
• Security breaches from tools (actions, plug-ins, connections) and apps 

built by non-technical expertise (vibe coding).
• Prompt injection — hidden in chatbots, documents, sites, memory 

feature exploitation. Instructions can be circumvented with clever 
prompting (Gandalf project)

• Agentic AI — systems that access data, take actions and move 
information externally

• Model drift — vendors update without notice; today's tool ≠ last month's 
tool for you prompts and tools you build.

• Malicious code in open-source models
• New threats require new controls
• …… etc.

ENTERPRISE & SOCIETAL RISKS

User Risk examples  (every transaction)

(For illustration and discussion not decisions!)

Engage with your security 
team or IM teams, push for 
solutions (its worth it) and 

guidance, as many parties are 
working through these issues, 
establishing safes spaces with 

the right environment, 
mitigation and appetite.

… and don’t forget, you can 
use AI beneficially without 

sharing anything confidential!

If in doubt,  there is no doubt 
…. Don’t!

Generative AI Risk Taxonomy: Overview
①  Data Risks
Bias, quality, poisoning, leakage, privacy, sovereignty, 
surveillance. Data risks are foundational — flawed inputs 
produce flawed models.

②  Model Risks
Hallucination, drift, explainability, algorithmic bias, 
robustness. Models can be confidently wrong, opaque and 
unstable over time.

③  Operational Risks
Shadow AI, automation bias, vendor and supply chain risk, 
skills gaps, prompt injection, cyber vulnerabilities, 
systemic failure.

④  Ethical Risks
Discrimination, accountability gaps, autonomous 
decision-making, disintermediation, AI-enabled fraud and 
manipulation.

⑤  Strategic, Governance & Regulatory Risks
Regulatory non-compliance, regulatory lag, reputational 
risk, intellectual property uncertainty, governance failure.

⑥  Societal & Environmental Risks
Environmental impact, job displacement, cognitive 
enfeeblement, inequality in technology distribution, 
erosion of trust, large-scale AI harm.

Risks propagate through the life cycle:
Some risks originate in early stages of the life-cycle 
and cascade outward. Data and model risks 
propagate through operations, ethics, governance 
and beyond the organisation’s boundaries. How the 
models are used in operations reverberates through 
the outer layers.

There is not yet a single  common risk topology or 
taxonomy, however there is very much a commonality of 
themes. (See COSO, MIT and NIST risk repositories in 
various links in the deck)Safety & Security

Clear Guidance Threats
Safety 

Considerations



ü Adopt Fast, Develop Slow 

q Study = AI literacy | Use = AI Fluency.

q Start with augmentation. 

q Autonomy & agency requires  (new) controls and structure 
(organisationally and technically (eg data). Risks still not fully 
understood.

q Prompting frameworks = training wheels to get you started, not a strait 
jacket. An holistic AI Mindset is the real goal!

q Many prompt frameworks exist; This is just one of them.

ü Human – In – The – Loop (HITL)

q You are a key control!

q The critical mind / professional scepticism is essential (GIAS 4.3)

q Don’t abdicate your thinking and find ways to exercise your brain!

ü Love it & Hate it at the same time!

q Amplifier for good and bad outcomes.

q Understand the risks throughout the life cycle.

q AI governance and Assurance is a critical area for Internal Audit.

q 2 (you) Plus 2 (Ai)  can be more or  less than 4:  Uneven Competence

ü Realistic Expectations

q It’s a prediction engine – converts text to numbers!

q It’s can’t make judgements.

q Deterministic  vs Probabilistic: Understand when to use it, combine it.

q DiFerent models will give diFerent results (alignment training etc)  – 
diFerent “chats” within the same model will give diFerent results.

q It will still make mistakes no matter what you do! 

A Prompting Readiness Check List for Internal Auditors
ü Safety First

q Privacy & Security (systems and in prompts eg. Prompt injections)

q Follow Organisation AI Policy

q GDPR etc

q Model Training & Retention Policy

q Copyright awareness – in its’s training and your use!

This checklist is indicative and not to be considered exhaustive or appropriate for all situations.

“ H I T L ”

ü Understand Limitations & Capabilities eg.  Some examples 

q A base LLM is not a calculator!

q It predicts numbers, or

q It writes code for other tools to handle the maths!

q It is not a vast database of knowledge. There is no right or wrong check!

q Their training has cut off dates! That’s where the web comes in!



SESSION 4
The Principles Of Prompting And Prompt Engineering For Internal Auditors



Background of the Framework

• The framework is based on how I work with the models and has 
been developed through an Internal Audit / GRC lens.
• Many frameworks exist, many overlap, many are subsets of a 

larger framework – find the one that works for you.
• Prompting is how we (currently) interact with LLM’s, you can write 

it, speak it, copy paste into it, add files, but we need to tell it /show 
it want we want somehow. 
• Because these models can do so much it is up to the user to 

explore capabilities and limitations … there is no “instruction 
manual” in the traditional sense.



Prompting is not a panacea for all ill’s

• Prompting and prompting strategies are only ever a guide, a steer, 
always open to interpretation, it is never a hardwired command or 
immutable set of deterministic rules. 

• It does not circumvent the probabilistic nature of these models 
output. 

• Good prompting and other skills can improve the quality of 
response but never eliminate the chance of “hallucination” , which 
is in fact a feature of the systems design rather than a bug!



An auditor’s arsenal for improving quality is always evolving ….

Your Critical Mind: GIAS 4.3 Professional Skepticism

Understanding how these models actually work is important! 

Understand what they are good at, what they are not good at.

Good Prompting practices

Verification built into you work-flows (HITL).

Other suggestions ...?



The Basic Prompt
Let’s start at the beginning. What happens when you type just four words into 
an LLM model like ChatGPT?
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Write a risk assessment

Start at the Beginning: The Basic Prompt

• Good for that ad hoc exploration, quick question, spontaneous research.

• Making use of the vast general, broad training in the LLM

• You will get back what the model determines is a suitable response based on 
it’s training.

35
PF_P1



Ø It’s a risk assessment!

Ø It’s an activity / project ( I did not 
specify)

Ø It’s generic!
Ø Its vague!

Ø But it’s not not what I asked for!
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Getting a better response
If the response is not what was expected, or too vague, or too detailed, or just 
not what you wanted, how do you guide the model to give something better?
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The Impact of the Prompt

Ø A simple request in 4 words Ø Structured & c.500  words

38

The Basic Prompt: The Engineered Prompt

Write a risk assessment

Ø It’s a risk assessment!

Ø It’s an activity / project ( I did not 
specify)

Ø It’s generic!
Ø Its vague!

Ø But it’s not not what I asked for!

32



The improved response ………



This is Prompt Engineering
Building a better prompt to give a better response – tell it what it’s role is, tell it 
what you want, why you want it, what is important to know, and how you want 
the response to look and “feel”!
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We will not go through the following slide by slide – it is there as a reference for you to come back to.

You can, to a certain extent, 
think of Good Prompting as

Good Communication & 
Supervision!

(Even with this always remember, all LLM’s make mistakes, prompting can help but never eliminate completely)



How I write an Engineered Prompt

What you say! 
The components of a good prompt.

41

STYLESTRUCTURE

How you say it! 
The e?ectiveness of a good prompt.
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PROMPT         STRUCTURE

P
PRINCIPLES

Tell it what 
PRINCIPLES* 

(rules/behaviours) 
to follow : 

eg. "Always acknowledge 
when informa6on is 

uncertain, never present 
opinions as facts, and when 

discussing controversial 
topics, always present 
mul6ple viewpoints."

R
ROLE

Give it a ROLE:

Assign a specific role or 
identity to the model

eg. “Act as a expert Risk 
Management Consultant 
….” ,, . “Act as a qualified 

Internal Auditor 
specialising in I.T ….” 

It frames or grounds the 
model's perspective and 
expertise, helping it provide 
more relevant responses.

V
VOICE

Tell it what VOICE 
or TONE to 
respond in:

eg. “Use a professional and 
supportive tone, with a 

focus on providing practical 
advice and actionable 

insights.”

Setting the tone ensures the 
response is appropriate for 
its audience and eXectively 
conveys the intended 
message.

Guides the model on the 
behaviours and preferred 
methods to use and 
sequence in interaction. Eg. 
workflow, Critical thinking, 
alternatives etc.

O
OUTPUT

Tell it what OUTPUT 
you want and in 
what FORMAT:

eg. “The response should 
be structured in bullet 

points with clear headings 
for each sec6on. The en6re 

response should be 
concise, no longer than 500 

words”. 

Defining the output format 
enhances the usability of 
the response and ensures 
the structure matches your 
needs.

O
OBJECTIVE

Give it an 
OBJECTIVE  / 

TASK to 
accomplish:
eg. “Create a risk 

assessment for …..” or  
“Coach me through the 
proces of creating a risk 

assessment for ….”

It provides clear instructions 
on what needs to be done, 
ensuring the response is 
goal-oriented. 

C
CONTEXT

Give it a 
CONTEXT : 

Why is it needed; Who is 
it for,  Important 

specifics, background, 
docs to be analysed, 

examples, refs..

It helps model to 
understand background & 
nuances, makes the 
response more accurate 
and insightful. Describing 
the intended use adds 
context also.

K
KNOWLEDGE

Give it / point it to 
specific 

KNOWLEDGE to use 
in preparing its 

response:
Specify method, 
standard, framework to 
apply if appropriate.
If specialized or bespoke 
detail it in the prompt or 
add a document

Often added into GPTS, 
Gems or  added in skills
Characterised by something 
that is constant (just update 
when revised or new version 
released)

*Principles can benefit from being placed early in a longer prompt, and even repeated at the end in very long long prompts
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C R M P
CLEAR REFINE MARK-UP PRECISE

Clearly written 
instructions that are 
logical and  specific. 
Break down long 
instructions for 
complex tasks.
“Chunking” or Prompt 
Chaining

Iterate & Refine  
Clarify ambiguities, 
tailor outputs to your 
needs, improve 
accuracy. 
Makes your prompts 
better going forward

“Markdown / 
XML/JSON”:  Format 
the prompt using 
gaps, spaces, 
symbols, delimiters. 
Easier for the model 
to process.  

Precise choice and 
use of words and 
action verbs. Eg. 
Create, Analyse, 
Review, Summarise, 
Perform etc.

It helps the model 
understand complex tasks 
more eFectively, reducing the 
chance of misinterpretation.

It narrows down the scope, 
ensuring the response targets 
exactly what you intend.

It makes the structure of your 
request clearer, allowing for 
easier parsing of multiple tasks 
or sections. Use mostly in 
Scripts, Custom Instructions, 
Agent Instructions, Very large 
Prompts.

Can be seen as a form of  'co-
creation,' where both the user 
and the model collaborate to 
refine and improve the response 
iteratively, making it a 
collaborative efort to achieve 
the best possible outcome.

I
ILLUSTRATE

Provide examples to 
show  what you 
mean, demonstrating 
desired format, style, 
or approach. Input / 
Output examples

Sometimes call Few Shot, One 
Shot prompting – each “Shot” is 
one example or illustration.
Zero-Shot (No Example) -
You describe what you want 
without providing an example. 

PROMPT                      STYLE
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PROMPT         STRUCTURE

PR
ROLE

Give it a ROLE:

Assign a specific role or identity 
to the model

eg. “Act as a expert Risk 
Management Consultant ….” ,, . 

“Act as a qualified Internal 
Auditor specialising in I.T ….” 

It frames or grounds the model's 
perspective and expertise, helping 
it provide more relevant responses.

V OO C K

• "As an experienced internal auditor, 
conduct a risk assessment of the company 
focusing on financial reporting risks."

• "As a Chief Risk O>icer, evaluate the 
e>ectiveness of the company's current risk 
mitigation strategies."

• "As a cybersecurity consultant, identify key 
vulnerabilities in the company's IT 
infrastructure."

• "As a business continuity expert, assess the 
risks to the company's supply chain during 
a major disruption."

EXAMPLES IMPACT ON RESPONSE

What risks are there?

Act as an internal auditor, what risks are there?

PF_P3 PF_P4
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What risks are there?
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• First states what an IA 
should really do, then 
offers high level generic 
answer!

• BUT, grounded in the 
world of IA!

Act as an internal auditor, what risks are there?



PROMPT         STRUCTURE

PR V OO
OBJECTIVE

Give it an OBJECTIVE  
/ TASK to accomplish:
eg. “Create a risk assessment 
for …..” or  “Coach me through 

the process of creating a risk 
assessment for ….”

It provides clear instructions on 
what needs to be done, ensuring 
the response is goal-oriented. 

C K

• "Perform a risk assessment of the 
company's supply chain processes."

• "Identify and list the top five strategic risks 
facing the company."

• "Analyze the e>ectiveness of the company's 
internal controls for financial reporting."

• "Evaluate the potential impact of regulatory 
changes on the company’s compliance 
framework."

EXAMPLES IMPACT ON RESPONSE
Act as an internal auditor, what risks are there?

Act as an internal auditor, perform a risk assessment 
of the 10 most cri:cal risks.

PF_P5
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“Internal Auditor”

+
+

“Risk Assessment ”

• More specific risk identification
• Risk Impact & Likelihood
• Description of  Key  Controls
• Audit Focus

… so much more than when you asked 
“what are the risks”!

=
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PROMPT         STRUCTURE

PR V OO C K

CONTEXT IS EVERYTHING!
Put the unique knowledge needed in 

the prompt (context window)
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PROMPT         STRUCTURE

PR V OO C
CONTEXT

Give it a CONTEXT : 
Why is it needed; Who is it for,  

Important specifics, 
background, docs to be 

analysed, examples, refs..

It helps model to understand 
background & nuances, makes the 
response more accurate and 
insightful. Describing the intended 
use adds context also.

K

• "Conduct a risk assessment of the company, 
focusing on operational risks related to 
logistics. The assessment is for the upcoming 
board meeting, and it should include both past 
incidents and mitigation strategies.” Past 
incidents and mitigations are as follows 
……”

• "Assess the compliance risks of the company's 
new product launch, considering recent 
regulatory changes in the industry. The report is 
for the compliance department.”

• Facts, Background, Examples – “Few Shots 
(see illustrate also)

EXAMPLES IMPACT ON RESPONSE

Act as an internal auditor, perform a risk assessment of the 
top 10 most cri:cal risks in the opera:ons of a medium 

sized vehicle manufacturing company. The company has an 
assembly factories in the UK and Poland, and a components 
fabrica:on factory in China. The company sources other key 

components and parts from suppliers across the world.

Act as an internal auditor, perform a risk assessment 
of the 10 most cri:cal risks.

PF_P6



• Risks grounded in Manufacturing
• International trade
• Less generic
• More relevant
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C R M P
PRECISE

Precise choice and 
use of words and 
action verbs. Eg. 
Create, Analyse, 
Review, 
Summarise, 
Perform etc.

It narrows down the scope, 
ensuring the response targets 
exactly what you intend.

I

PROMPT                    STYLE

• "Analyse and summarise the top operational 
risks aHecting the company’s supply chain, 
including potential mitigation strategies."

• "Create a detailed evaluation of the financial 
risks involved in the company's expansion into 
new markets, focusing on currency fluctuations."

• "Review and rank the top five strategic risks the 
company faces and suggest mitigation 
approaches for each."

• "Summarise the compliance risks related to data 
privacy laws, specifying areas where the 
company is at the highest risk of non-
compliance."

EXAMPLES IMPACT ON RESPONSE

“PERFORM” a risk assessment 

Vs

Act as an internal auditor, SUMMARISE the top 10 most 
critical risks in the operations of a medium sized vehicle 
manufacturing company. The company has an assembly 

factories in the UK and Poland, and a components 
fabrication factory in China. The company sources other key 

components and parts from suppliers across the world.

PF_P8



• Far briefer, no reference to controls
• Style and content seems to assume existing 

knowledge
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PROMPT         STRUCTURE

PR V
VOICE

Tell it what VOICE or 
TONE to respond in:

eg. “Use a professional and 
supportive tone, with a focus on 

providing practical advice and 
actionable insights.”

Setting the tone ensures the 
response is appropriate for its 
audience and e<ectively conveys 
the intended message.

OO C K

• "Provide a risk assessment of the company 
in a formal and authoritative tone, suitable 
for presentation to senior management."

• "Summarize the company's top 
operational risks in a conversational tone 
for an internal newsletter."

• "Draft a compliance risk report in a 
concise, professional tone that can be 
shared with external auditors."

• "Explain the potential financial risks in a 
friendly, easy-to-understand tone for non-
financial stakeholders."

EXAMPLES IMPACT ON RESPONSE
Take the previous 
example and re- 
iterate:

This is a very good summary. Please re-write a summary 
version for use in the monthly Manufacturing Opera*ons 

Team NewsleGer to employees. The purpose of the ar*cle to 
inform the team members of the types of risks faced and the 

types of ac*ons needed to address them. 
Keep the tone conversa*onal and construc*ve.

54
Note that whilst my examples show these as iterations in this and other examples, these components can be added in the initial prompt if already known.

PF_P9 , P10, P 11 



• Tone and style adapted, simpler, 
conversational tone.

• Audience centric output

All of these examples 
were  created in the free 
Version of ChatGPT, 
better models would give
better responses, longer, 
more explanatory. You get 
what you pay for!
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PROMPT         STRUCTURE

PR V O
OUTPUT

Tell it what OUTPUT you 
want and in what 

FORMAT:

eg. “The response should be 
structured in bullet points with 
clear headings for each sec6on. 
The en6re response should be 

concise, no longer than 500 
words”. 

Defining the output format 
enhances the usability of the 
response and ensures the structure 
matches your needs.

O C K

• "Summarize the key risk factors in the 
company's operations in a bullet-point 
format."

• "Provide an executive summary of the 
company's financial risk assessment in 
two paragraphs and max 200 words."

• "Create a table outlining the top five 
compliance risks, including their 
likelihood and potential impact."

• "Draft a one-page report on operational 
risks, formatted as per attached file for 
inclusion in the annual risk review 
document."

EXAMPLES IMPACT ON RESPONSE
{ original prompt …. + …..}

The response should be in the form of an opening statement of the 
purpose of the report, no more than 40 words. 

The risks should be a a table with the following columns: 
- Risk Title
- Risk DescripCon 
- Impact 
- Likelihood 
- MiCgaCon AcCons 

Conclude the response with a summary paragraph of 30 to 50 words. 
Provide me also with an excel file of the table.

PF_P12



• Output format as requested!
• Opening, Closing, table and Excel file! I just 

need to add some formatting (but even that 
can be directed!)
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PROMPT         STRUCTURE

P
PRINCIPLES

Tell it what PRINCIPLES 
(rules/behaviours) to 

follow : 

eg. "Always acknowledge when 
information is uncertain, never 
present opinions as facts, and 
when discussing controversial 

topics, always present multiple 
viewpoints."

R V

Guides the model on the behaviours 
and preferred methods to use and 
sequence in interaction. Eg. 
workflow, Critical thinking, 
alternatives etc.

OO C K
EXPLANATION IMPACT ON RESPONSE

58

Rules and principles can guide how the model should behave when 
responding. Use directive, clear, actionable rules that the AI can follow and 
you can verify, eg. (but not limited to)

• Do Not [ action not to do]
• Always [specific behaviour you want]
• Never [specific behaviour to avoid]
• When [situation], always [required action]
• Describe a clear Workflow eg. Provide me with an outline and await my 

response before proceeding with the detailed report. Step one is …

Example:
• "Always acknowledge when information you present is uncertain. Never 

present opinions as facts, and when discussing controversial topics, 
ALWAYS  present multiple viewpoints.”

• ”Never say thigs like “great idea” if you don’t see it as a genuinely good , 
and original idea” ***

• ALWAYS Tell me if you think I am wrong or have missed something. ***
• Never guess or assume, tell me you don’t know.
• “Ask clarifying questions as needed.”

Without Prompt 

With
Prompt

*** Sycophancy is very di3icult to address as it seems to embedded, these principles altering surface behaviour only

(Even with this always remember, all LLM’s make mistakes, prompting can help but never eliminate completely)

PF_P7
*Principles can benefit from being placed early in a longer prompt, and even repeated at the end in very long long prompts
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Without
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“ H I T L ”

With

Exerting control of the scope 
and structure of the response – 

putting yourself in the 
development loop!
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PROMPT         STRUCTURE

PR V OO C K
KNOWLEDGE

Give it / point it to 
specific KNOWLEDGE 
to use in preparing its 

response:
Specify method, standard, 
framework to apply if 
appropriate.
If specialised or bespoke then 
detail it in the prompt or add a 
document that contains it.

Often added into GPT’S, Gems or  
added in skills, but also simply 
added to prompts.
Characterised by something that is 
constant (just update when revised 
or new version released)

EXAMPLES IMPACT ON RESPONSE
Apply [ Primary Professional Standard Name + Version ] - specifically [ Section/Principle 
Reference ]
Confirm you are using the [ Current Version Date ] version, not the superseded [ Previous Version ]

Evaluate against [ Framework Name + Version ] – all components.
Map findings to specific [ Framework ] principles  where applicable

Follow the attached Internal Audit Methodology (v3.2) document for finding documentation <add 
the file in the prompt>
Apply the Risk Rating Matrix (provided) for severity assessment <add the file in the prompt>

Verification
• Copyright/permissions allowing, add the specific documents to the prompt of tool knowledge 

base.
• Before responding, confirm which version of each framework you are referencing
• If any framework version is uncertain, state this explicitly
• If the referenced knowledge is not in the public domain and you cannot get full access to it 

state this explicitly.
• Cite specific section/standard numbers when referencing framework requirements

• SEE PRINCIPLES IN FIRST PROMPT EXAMPLE PF_P2

PF_P7

10.10



Added the “knowledge” file

Referenced the “knowledge” file (belt & braces) 

Added Principles to work to!

Can add multiple files eg. 
Another file with more context!

<Role & Objective>

<Context>

<Knowledge>

<Knowledge File also includes “Output” Guidance>

<Principles >



“ H I T L ”
Carry on your 
workflow and 
conversation!

Check the methodology
Is being followed ..



Session Three:
Prompting Strategies for improving results!
…. But remember mistakes are still made , HITL is still needed.

10:25



Don’t forget …..



Two Prompting Paths: Creative & Structured

When to use: Explore, brainstorm, generate 
options, learn new things:

• Looser, vaguer prompts

• Less constraint on principles and context

• Invite AI to surprise you

• Some outputs won't be useful – that's fine

Creative Path Structured Path

When to use: Know what you want, need 
specific context and boundaries:

• Detailed, specific prompts

• Clear constraints and principles

• Explicit quality criteria

• Less room for AI interpretation

• Constrain sources

• Evolve : Start creative, finish structured – explore first, then constrain for delivery
• I work with it in a fluid way, depending on the task or objective hand. Moving from path to path.
• Always mindful of if AI is the right tool for the task, sometimes it can take longer trying to steer and guide and 

re-iterate, you will learn where and how to start, and even if to start as your fluency grows.

(Even with this always remember, all LLM’s make mistakes, prompting can help but never eliminate completely)



Does order of the prompt matter?

• Lot’s of practioner discussion, some technical papers around the ”lost in the middle” e?ect 
in large contextual retrieval.

• Clear structure, delimiters, parsing, spaces, emphasis is seen as being important to help 
models understand large prompts.

• Making sure your instructions and prompt elements do not contradict themselves is also 
very good practice.

• Current “wisdom” points to order being less important in shorter prompts and more 
important in long prompts with lots of context eg. Either text or added files.

• Repeating non negotiables (principles) in long prompts (beginning and end) is seen as good 
practice.

• Mental model I use for long prompts: 
• EDGES (beginning and end) : Control Planes (what to do, how to format, what not to do)
• MIDDLE: Data Plane (the stu2 to draw from)



Response Critiquing Strategies

4. Ask "Why Am I Wrong?"

Stress-test your own conclusions before 
committing

"I'm thinking that [conclusion]. Tell me why I 
might be wrong."

5. Test with DiAerent Framing

Same question, diferent angle – check for 
consistency

"What are the key risks?" then "How would you 
commit fraud here?"

6. Verify Sources and Citations

Always check – hallucinated citations are 
common

"I always follow and test some links, because 
sometimes they're not correct."

Warning: AI can create an infinite loop of arguments for and against if you ask it to!

1. Ask for Pros and Cons

Get AI to argue the other side of its own 
recommendation

"You've suggested X. Now give me the strongest 
arguments against X."

2. Request Alternative Options

Don't settle for the first answer – compare 
options

"Give me three diferent approaches with the 
trade-ofs of each."

3. Challenge the Response

Ask AI to find flaws in its own output

"Look at what you just produced. What's wrong 
with it?"
“Prove your answer is right”

(Even with this always remember, all LLM’s make mistakes, prompting can help but never eliminate completely)



Using Principles to shape behaviour and results

Applying a 4-Step Pattern solution!

1. Identify: Noticed Mermaid code failing repeatedly

2. Diagnose: Pinpointed specific failure modes (with models
help)

3. Create: Wrote explicit rules addressing each

4. Verify: Built in mandatory checklist requirement into the
prompt, instructing the LLM to self audit it’s output.

The Challenge
• When you find recurring issues with AI outputs, address them through explicit principles – rules that govern how AI should behave. 

These become part of your prompt, or custom/gpt instruction, creating guardrails for more consistent results. Make them MANDATORY!

Eg: Mermaid Problem (Mermaid: A text-based diagramming language that generates flowcharts from simple code syntax)
• Some LLM’s consistently generates Mermaid flowchart code with syntax errors – parentheses in labels, overly long lines, untested 

output that fails to render.

The Resulting Principle

(Even with this always remember, all LLM’s make mistakes, prompting can help but never eliminate completely)



Understand the Sources of LLM Responses
1.It’s Training

What the model "learned" during training –
strongest for well-established topics, has a cut-
off date may be 12/18 months earlier

2. Information You Provide in Chat
(Context & Knowledge)

Your prompts, context, and details – only as 
reliable as what you share

3. Web Search Results

Real-time information if enabled – but AI 
summarises, introducing more potential error in 
addition weak source.
Paywalls also stop AI!

4. Uploaded Files & Documents
(Context & Knowledge)

AI reads what you upload – may miss nuances or 
misread complex formatting

5. Instructions

Projects, Custom Instructions, or configured 
settings shaping responses

6. Hallucinations ⚠

Not a real source. AI predicts the "next likely 
word", generating plausible-sounding content 
that isn't grounded in anything

(Even with this always remember, all LLM’s make mistakes, prompting can help but never eliminate completely)

Most advanced models will list and link the sources they have used automatically or if prompted …. 
BUT - Sometimes they can be fictious – remember you are the HITL and quality control.



Building Verification Into Your Workflow

Chunk Your Work
• Break tasks into stages with natural review points

• Review, adjust, and course-correct along the way

"Present your proposed structure first and wait for my 
approval before proceeding"

The Problem
• Asking AI to produce complete deliverables in one go makes errors harder to spot and fix. Verification shouldn't 

be an afterthought, it should be built into how you work. Be an interactive editor and contributor!

The Verification Rhythm
•Before: What response do you expect? How will 

you verify it?

•During: Watch for surprising, specific, or 
consequential claims

•After: Allocate verification time proportionate to 
the stakes.

Tip: Start with topics you are an SME in!

(Even with this always remember, all LLM’s make mistakes, prompting can help but never eliminate completely)



When You're Stuck: Ask AI

When you're struggling to write an effective prompt, 
ask AI to help you write it. 

Use the tool intelligently.
Example Prompts you could try:

"I need to create a prompt that will help me [describe your goal]. The output should [describe what you need]. What 
information should I include in my prompt to get a good result?"

"I'm trying to get an LLM to [describe the task], but my results aren't quite right. Here's what I've been asking: [your 
current prompt]. How could I improve this?"

(Even with this always remember, all LLM’s make mistakes, prompting can help but never eliminate completely)



Session Four:
Model Features that Steer Responses

10.55



Beyond the Chat Box
Platform Features for Internal Auditors

Not exhaustive and new features coming all the 
time eg. Claude Cowork!



Model features and tools can elevate you “AI Game”!

• Good prompting is fundamental and where we start, but also ….

• Understanding what models to choose, which version to work in, how to build 
persistence through memories (and when to switch them off) , custom 
behaviours, instruction, project flows, custom agents !
• … these can make  integrating AI into to you day to day workflows and tasks 

more effective.

• It’s a probabilistic system, it will never be right all the time, the HITL is 
always essential, but ….

• Combining good prompts, with it for the right things, with the right strategies, 
and customising your workspace will help you be more in control of what's 
happening!

75



Beyond the Chat Bot - 1

CHOOSING DIFFERENT MODELS
• What it does: Select from multiple AI models with diYerent capabilities — faster/lighter models for simple tasks, more powerful 

models for complex reasoning, and specialised "thinking" modes for multi-step problems
• Benefits: Match model to task complexity; save time & resources on routine queries; deeper reasoning when stakes are higher
• Watch outs/Risks: More capable models aren't always better — they may over-elaborate simple requests; model availability and 

features vary by subscription tier; "thinking" modes cost more and take longer, so use deliberately.

ACTIVATING WEB SEARCH
• What it does: Enables the model to search the internet in real-time, retrieving current information beyond its training cut-off date
• Benefits: Up-to-date regulations, guidance, news, and industry developments; find recent publications and announcements
• Watch outs/Risks: AI summarises search results — potential misinterpretation; it’s the internet!; paywalled content can't be 

retrieved; always cross-reference important findings independently. Prompt injections form unsafe websites and content.

TONE & STYLE CUSTOMISATION
• What it does: Configure your preferred communication style (formal, concise, detailed, etc.) in platform settings so it applies 

automatically without repeating in every prompt
• Benefits: Consistent tone & Style across output; reduces repetitive prompting
• Watch outs/Risks: Style settings may conflict with prompt-level instructions, causing unpredictable results; overly rigid style 

constraints can reduce response quality on varied tasks; review settings periodically — forgotten preferences can bias outputs

⚠

  Model features and tools are changing all the time, added to, removed – weekly, monthly!

⚠

  Model features & tools can carry specific risks in respect of security, access & data exfiltration, and require organisational testing  and approval, understand what you are activating!

⚠

  Models drift, evolve and change, this impacts their interpretation and response to prompts and instructions – build in rigor around regular testing and monitoring.  



Beyond the Chat Bot - 2
DEEP RESEARCH MODES & ANALYST MODES

• What it does: Conducts extended, multi-step research across multiple sources, synthesises findings, and produces structured 
reports with citations.

• Benefits: Thorough investigation of complex topics; citations provide verification starting points; useful for emerging risks, 
regulatory changes, or pre-audit research etc.

• Watch outs/Risks: Resource-intensive — reserve for tasks warranting depth; citations still require verification (AI may 
misrepresent sources); can produce lengthy outputs that need critical editing; 

PROMPT LIBRARIES (Copilot)
• What it does: Save eYective prompts for quick reuse; share standardised prompts across your team via a central gallery. 
• Benefits: Consistency across team members using approved prompts; time savings by not recreating eYective prompts; 

institutional knowledge capture of what works
• Watch outs/Risks: Saved prompts can become stale as AI capabilities evolve; sharing prompts may inadvertently share sensitive 

context; prompts that work for one user may not suit another's needs.

INTERACTIVE WORKSPACES: CANVAS / ARTIFACTS / PAGES
• What it does: Opens a separate, editable, downloadable  workspace alongside chat where you can directly explore and modify AI-

generated content without changing the rest of the response (that’s in the canvas. See live renderings of code (Claude/CoPilot)
• Benefits: Collaborative and selective editing without losing chat context; immediate visual feedback on code and diagrams; iterate 

on deliverables in-place rather than copy-pasting
• Watch outs/Risks: Features vary significantly across platforms (ChatGPT Canvas ≠ Claude Artefacts); rendered code/apps may 

have errors — test before relying on outputs; workspace content may not persist between sessions depending on platform;

⚠

  Model features and tools are changing all the time, added to, removed – weekly, monthly!

⚠

  Model features & tools can carry specific risks in respect of security, access & data exfiltration, and require organisational testing  and approval, understand what you are activating!

⚠

  Models drift, evolve and change, this impacts their interpretation and response to prompts and instructions – build in rigor around regular testing and monitoring.  



Beyond the Chat Bot - 3
CUSTOM INSTRUCTIONS

• What it does: Set persistent instructions (elements of ROCKVOP) that apply automatically to all new chats — defining your role, crinciples , 
Tone, Output etc without repeating them each time

• Benefits: Consistent behaviour aligned to your methodology; reduced repetitive prompting; can be tailored per Project for engagement-
specific requirements

• Watch outs/Risks: Instructions can conflict with individual prompts unpredictably; complex or contradictory instructions cause 
inconsistent behaviour; forgotten instructions may bias outputs in ways you don't notice; review and update periodically. Switch on / oN.

MEMORY
• What it does: The model retains information from previous conversations to personalise and contextualise future interactions — learning 

your preferences, projects, and working context over time
• Benefits: Reduced need to re-explain context; increasingly tailored responses as the model learns your work; continuity across sessions
• Watch outs/Risks: Memory introduces bias — past context influences current responses, which may not be appropriate for every task; 

retained information may become stale or incorrect; sensitive information in memory creates data exposure; know how to view, edit, and 
disable memory; consider turning oN for fresh-perspective tasks

PROJECTS (Notebooks in CoPilot)
• What it does: Creates dedicated workspaces ("smart containers") that keep related chats, uploaded files, and custom instructions together 

— maintaining persistent context across a longer effort such as an audit engagement. 
• Benefits: Maintain project  context; centralised knowledge base (policies, prior reports, standards); consistent behaviour via project-level 

instructions; can leave and come back to it.
• Watch outs/Risks: Stale context — old documents remain unless removed; having documents "available" doesn't mean AI interprets them 

correctly; conversations within a project are still separate (AI doesn't see other chats unless memory is enabled); document upload limits 
vary by platform; instruction drift can cause inconsistent behaviour over time; manitain the knowldege library

⚠

  Model features and tools are changing all the time, added to, removed – weekly, monthly!

⚠

  Model features & tools can carry specific risks in respect of security, access & data exfiltration, and require organisational testing  and approval, understand what you are activating!

⚠

  Models drift, evolve and change, this impacts their interpretation and response to prompts and instructions – build in rigor around regular testing and monitoring.  



Beyond the Chat Bot - 4
CUSTOM GPTs, DECLARATIVE AGENTS, GEMS

• What it does: Create or use pre-configured AI assistants with specific instructions, knowledge bases, tools, and focus areas — designed to 
repeatedly help with particular task types (e.g., ”Finding Drafter”, “Root Cause Assistant”)

• Benefits: Purpose-built tools without configuring from scratch each time; shareable across teams; can include specialised knowledge and 
workflows

• Watch outs/Risks: Agent drift — agents may deviate from instructions over extended interactions; embedded instructions can introduce 
bias; third-party/public agents may have undisclosed instructions or data handling; knowledge bases can become outdated; security review 
required before deploying agents with access to sensitive data or systems conneectios or plug ins etc. Model drift and  interpretaion risk.

NUMERICAL ANALYSIS,CALCULATIONS, GRAPHS & CODE WRITING
• What it does: AI writes and executes code to perform calculations, analyse data, and generate charts/visualisations in execution tools it has 

access to — moving beyond text prediction to computation. It can also write code for applications.
• Benefits:Mathematical operations (unlike pure language models); data analysis of uploaded files; visual outputs for reports and 

presentations. Building you own small apps.
• Watch outs/Risks: Verify the logic, not just the output — code can contain errors; large datasets may not process fully – there are better 

tools for large Analytics ; sensitive data uploaded for analysis creates confidentiality exposure; it writes code that can execute actions  — be 
cautious with code from untrusted sources or that handles sensitive data, read and write access etc. There can be significant Security 
issues with VC produced code – technical oversight and testing is essential.

⚠

  Model features and tools are changing all the time, added to, removed – weekly, monthly!

⚠

  Model features & tools can carry specific risks in respect of security, access & data exfiltration, and require organisational testing  and approval, understand what you are activating!

⚠

  Models drift, evolve and change, this impacts their interpretation and response to prompts and instructions – build in rigor around regular testing and monitoring.  



SESSION 6
Internal Audit Centric Use Cases

11:30



USE CASES

1. Research
2. Report Formats - Creating Fixed Formats
3. Process Walkthrough Flow Chart & Test Plan
4. Audit Report Communication CoPilot Agent
5. Vibe coding an interactive Risk Map App

81

We’ll cover what time permits!

Use cases and prompt examples presented in the training are for illustrative purposes only, created in test environments with simplified fictitious data. They should not be relied upon for use in execution or tasks and other work, 
private or business related . You should all ways seek technical and legal advice before processing data in any tools or environments, if available you must always follow your organisations use policies. Use cases and example 
prompts will generate different results each time they are used in different models and environments, LLM models make mistakes, you must check the results and follow the advice of the model provider. The HITL is essential. 



A Little Research? HOW:
• Used CoPilot Standard conversation (GPT5 on) 

and also tried with Research Agent.

• A prompt to research risks and examples of 
failures in similar companies.

• This can help in engagement and work planning, 
may also serve to reiterate scope.

• NB: This could be improved by “Chunking / 
Chain Prompting” or breaking the prompt 
into steps.

WHAT: Use the model you explore issues 
and risks in a potential Audit Area , also 
look for similar entities elsewhere and 
outside the company and to comment on 
planned scope.

TIP: RESEARCH MODES are becoming 
increasingly powerful and customisable in 
all models.

For example CoPilot RESEARCHER AGENT 
allows you to actively choose sources: 
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1



Expanding What AI Can Do: Research& ExtendedThinking

Deep Research available on Claude, ChatGPT, Gemini, and Copilot

• Spends more time processing before 
responding

• Conduct thorough research across multiple 
sources

• Apply more rigorous reasoning to complex 
problems
•

⚠

 Caution: Takes longer and may use more 
resources — use for tasks that warrant depth

Deep Research & Extended Thinking



Report Formats (easy 
way)

HOW: Create a word (or excel) file with the 
desired structure, format and [instructions] 
as a “wire frame”:

• Instructions (Prompts) in the template: These 
instruct the LLM what to do in that part of the 
template.

• Use of [ …] : Directs the LLM to recognise what 
is written within as an instruction.

• Use MS Styles: These embed markers so you 
can easily apply Designs to files produced by the 
model

WHAT: Create a Formatted Report 
template in word that can be added to a 
prompt, project  or Agent to create 
repeatable output.
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USE CASE
Demo F1

DEMO F1

2



Walkthrough Flow 
Charting & Test Plan HOW: Use the interpretive and code writing 

capabilities in eg. Claude or ChatGPT to 
assess and visualise a process walkthrough

1. Prepare Interview transcript (could be from a 
recorded meeting!)

2. Ask model to summarise and describe 
process

3. Ask model to create mermaid code for a 
process flow chart based on the walk through.

WHAT: Use Claude (or ChatGPT) to 
evaluate an interview transcript , 
convert it into a process flow chart, and 
plan a control testing.
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USE CASE
Demo W+FC

DEMO W+FC

4



An Audit Report 
Communication 
Agent

HOW: Configure a CoPilot Agent as 
follows:

• Instructions: How to respond, confirm role 
of user, how to respond to policy questions. 

• Knowledge: Full Audit report and findings, 
GRC Evaluation, Policies and Controls

• Share the CoPilot Agent: Distribute to all 
recipients of Audit Report

WHAT: Instead of sending an audit 
report, give access to an agent that has 
the Audit Report, Company Policies and 
Company Controls as knowledge
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USE CASE
CoPilot

DEMO AGENT:

4



Chat Interface ……
Example chat ……



Wrap Up

Explored the AI Mindset & Sophistication of 
Use

A look at tools and features and a tour of 
CoPilot Chat

Learned how to build good prompts and 
prompt strategies

Explored a few augmentation use cases if we 
had time



Steps your ongoing  journey

89

1 Introduction to Artificial Intelligence 3 Practical AI Skills & Opportunities 5 Ethical and Societal 
Implications

7 Human-AI Interaction

What is AI? Prompting Biases, Discrimiation, manipulation HITL
Other …..... Other …..... Other …..... Other ….....
Other …..... Other …..... Other …..... Other ….....

2 Core AI Concepts 4 AI &  Auditing 6 AI Risk & Governance 8 Continuous Learning and Adaptation

Machine Learning  Basics Auditing AI AI Related Risks Keeping pace with change
Other …..... Other …..... Other …..... Other ….....
Other …..... Other …..... Other …..... Other ….....

FOUNDATIONS of AI AI in PRACTICE ETHICS & GRC in AI HUMAN OVERSIGHT & LEARNING

A foundational overview of AI's basic concepts, 
history, and real-world applications across 
various sectors to build fundamental 
understanding.

Hands-on experience with AI tools to build 
practical compentency, complemented by 
awareness of whats possible .

Understanding the moral dimensions, 
potential biases, and  ethical  frameworks 
designed to ensure responsible 
development and deployment.

A Framework for effective collaboration 
between internal audiotrs and AI systems, 
considering  critical thinking and 
understanding how to adapt to the new work 
space.

Essential technical knowledge covering 
machine learning, neural networks, and data 
privacy principles that form the building blocks 
of AI systems.

Assement of AI use & AI systems. Dependent 
on extent of development, deployment and use 
this may encompass  bias detection, 
explainability, technical performance, and 
organisational use and governance.

Understanding of AI-related risks, 
compliance requirements, and 
governance structures needed to manage 
AI systems effectively.

A active commitment to ongoing education and 
staying current with AI developments to 
maintain relevant knowledge and skills in a 
rapidly evolving field.

Building AI Fluency

Continuous Learning Loop



• We should not wait to start using it.
• No matter how simple the first steps.

• It will be part of our future. 
• We need to make it a good part.

• But it is only a means to an end.
• Internal auditing is what we are 

about.

Independent
Objective

Natural Critical Thinkers

• So perhaps we are …..



……. the perfect  

“ H I T L ”
AI

AI

AI

Internal
Audit

Assurance

Protecting the plans
(risk)

Controls

Performance

Quality &
Continuous

Improvement

Advisory

… Or even 
AUDITOR

In The 
Loop



FEEDBACK & QUESTIONS?
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THANKS FOR PARTICIPATING

Stay connected:

linkedin.com/in/stephenfosterga stephen@genera5veaudit.com

https://www.linkedin.com/in/stephenfosterga
mailto:stephen@generativeaudit.com

